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The Provider will make available the Software to the Customer in accordance with the Agreement and

will process personal data on behalf of the Customer as a result thereof. This Data Processing

Agreement (hereinafter the “DPA”) sets out the terms and conditions between the Provider and the

Customer for such processing of personal data.
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1 DEFINITIONS
X

Terms used but not defined herein shall have the meanings set forth on the Cover Document

and the General Terms and Conditions set forth in Appendix 2 to the Agreement. The following

additional terms in this DPA shall have the following meaning:
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“Personal Data” means any information relating to an identified or identifiable
“ANEHE” natural person, which is Processed by the Provider solely on
behalf of the Customer under the Agreement and this DPA.
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“Process” or | means any operation or set of operations which is performed on
“Processing” the Personal Data or on sets of the Personal Data, whether or not
“hbE” by automated means, such as collection, recording, organization,
structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination,
restriction, erasure or destruction.
FER AN NBE B N AR HEAT AR TR R B — A #E, Bie R
B AT, Wik, dst. dHY gtk Atk SmEcE
SO 52 NI S TN 3£ NI i DU TN 95 A K (s v 4 51 R
- RS L BRI MHBR B B
“Data Subject” means an identified or identifiable natural person to whom the
“HIEEA” Personal Data relates.
i 5 A NBHE A R 1) SR ml BT I E RN .
“Sub-Entrusted Party” | means any third party that Processes the Personal Data under
“EEZIL the instructions of the Provider.
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2 PROCESSING OF PERSONAL DATA
WS &l e

2.1 For the avoidance of doubt, for any Personal Data Processed by the Provider under
this DPA, as between the Parties, the Customer shall be the entrusting party and the
Provider shall be the entrusted party. The Customer is obliged to obtain the Data
Subject’s consent to Process the Personal Data and shall ensure it has obtained all
necessary consent from the Data Subject prior to entrusting the Provider with the
Personal Data to be Processed under the DPA.
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2.2. The Provider undertakes to only Process the Personal Data in accordance with
documented instructions from the Customer, unless otherwise provided by applicable
laws and regulations. The Customer’s initial instructions to the Provider regarding the
subject-matter and duration of the Processing, the nature and purpose of the
Processing, the type of Personal Data and categories of the Data Subjects, and
technical and organizational measures are set forth in this DPA and in Schedule A.
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2.3. The Customer confirms that, except for any written instruction provided in specific
cases according to clause 2.4, the obligations of Provider set out in this DPA, including
Schedule A, constitutes the full and complete instructions to be carried out by the
Provider as the entrusted party. Any changes to the Customer’s instructions shall be
negotiated separately and, to be valid, documented in writing and duly signed by both
parties. The Customer is required to not, without such written agreement, allow the
Provider to Process other categories of the Personal Data, or to Process the Personal
Data about other categories of the Data Subjects, or to Process the Personal Data for
other purposes than specified in Schedule A.
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2.4, The Provider shall, to the extent required under applicable data protection laws and
in accordance with the Customer’s written instruction in each case, assist the
Customer in fulfilling its legal obligations under such laws, including but not limited to
the Customer’s obligation to respond to requests for exercising the Data Subject's
rights regarding Processing of their Personal Data.
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2.5. The Provider shall immediately inform the Customer if, in its opinion, an instruction
provided under this DPA infringes applicable data protection laws.
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2.6. If the Data Subjects, competent authorities or any other third parties request
information from the Provider regarding the Processing of Personal Data, the
Provider shall refer such request to the Customer without undue delay, unless
prohibited under the law applicable to the requesting third party, and, if prohibited
from notifying the Customer, use all lawful efforts to obtain the right to waive the
prohibition in order to communicate as much information to the Customer as soon as
possible. The Provider may not in any way act on behalf of or as a representative of
the Customer and may not, without prior instructions from the Customer, transfer or
in any other way disclose the Personal Data or any other information relating to the
Processing of Personal Data to any third party, unless otherwise required by
applicable law or pursuant to a non-appealable decision by a competent court or
authority.
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2.17. In the event the Provider, according to applicable laws and regulations, is required to
disclose Personal Data that the Provider processes on behalf of the Customer, the
Provider shall be obliged to inform the Customer thereof immediately, unless
otherwise provided by applicable law or pursuant to a decision by a competent court
or authority, and request confidentiality in conjunction with the disclosure of requested
information.
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3 SUB-ENTRUSETED PARTIES
L e i)

3.L The Customer hereby gives full, irrevocable, individual consent to the Provider to

entrust any third party to Process the Personal Data within the scope of the
Customer’s instructions to the Provider, provided that the entrustment shall be
necessary and reasonable for performing the Master Service Agreement and its
Appendixes. In addition to the Sub-Entrusted Parties listed in Schedule B, the Provider
may engage additional or replacement of Sub-Entrusted Parties without prior written
consent from the Customer. The Provider shall ensure that Sub-Entrusted Parties are
bound by written agreements that require them to comply with corresponding data
Processing obligations to those contained in this DPA.
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3.2. If the Provider intends to engage a new Sub-Entrusted Party that will Process the
Personal Data covered by this DPA, the Provider shall, prior to such engagement,
inform the Customer thereof. The Provider shall provide the Customer with any
information reasonably requested by the Customer to enable the Customer to assess
the use of the proposed Sub-Entrusted Party against applicable laws and regulations.
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3.3. The Provider is responsible for its Sub-Entrusted Parties and shall remain liable
towards the Customer for any Sub-Entrusted Party’s acts and/or omissions.
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4 TRANSFERS OF PERSONAL DATA TO THIRD COUNTRIES
MNEEWEE=E

41 The Provider’s Processing of the Personal Data under this DPA will take place within
the relevant geographical region as described in Schedule A, section 5, and as agreed
in the relevant Work Order (hereinafter the “Processing Operations Region”). The
Provider makes the following commitment regarding transfers of the Personal Data
to third countries outside the Processing Operations Region:
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a) The Provider will not transfer any Personal Data outside the Processing
Operations Region,
PR R AN 2R AT AR A N B8 A% i 22 4 B A X DA A1

b) The Provider will not instruct any Sub-Entrusted Parties to transfer any
Personal Data outside the Processing Operations Region, and
PESL P AN 2 AR IR AT AT e S AT T W AR AT A N B AL 4 B A B R AR X DA AL, B

C) The Provider will ensure contractual arrangements are put in place with all
Sub-Entrusted Parties that include:
PR A B OR S T e 2 AT L E R R, L adE.

a. restrictions on transfers of the Personal Data outside the Processing

Operations Region, unless such transfer is mandatory under
applicable laws and regulations or subject to a legally binding request
for disclosure of the Personal Data by a law enforcement authority,
and
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b. obligations on the Sub-Entrusted Party to (i) inform the Provider of any

disclosure request (if permitted by law to do so) and to redirect the
request to the Provider (if permitted by law to do so), (i) to assess the
legality of a request and seek legal protection from any
(disproportionate) disclosure request, (iii) only provide the minimum
amount of information permissible in response to any disclosure
request, and (iv) document and record the requests for access
received from public authorities and the response provided,
alongside the legal reasoning and the actors involved.
MZFETTA X5 (D AR R E R & AR R Cn Rk o VX R
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4.2 The Provider cannot and does not monitor or control how the Customer distributes
access rights to the Software within each Study, or from where each Software user
accesses the Software. It is the Customer’s sole responsibility to control user’s access
to the Software within its Studies and to determine from where such access may take
place, be it from within or outside the Processing Operations Region.
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5 INFORMATION SECURITY AND CONFIDENTIALITY
5 R ZEMRE

5.1 The Provider shall be obliged to take appropriate technical and organizational
Measures to protect the Personal Data which is Processed. The measures shall result
in a level of security which is appropriate taking into consideration:
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a) existing technical possibilities;
WA AR AT BE 1 5
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b) the costs for carrying out the measures;
ST L 45 i BRUAS 5
C) the particular risks associated with the Processing of Personal Data; and
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d) the sensitivity of the Personal Data which is Processed.
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5.2. The Provider shall maintain adequate security for the Personal Data. The Provider

shall protect the Personal Data against destruction, modification, unlawful
dissemination, accidental or unlawful access. The Personal Data shall also be
protected against all other forms of unauthorized Processing in violation of this DPA
or applicable laws and regulations. Taking into account the state of the art and the
costs of implementation and the nature, scope, context and purposes of the
Processing as well as the risk of varying likelihood and severity for the rights and
freedoms of individuals, the technical and organizational measures to be implemented
by the Provider shall include, as appropriate:
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a) the encryption of Personal Data;
XA NBHEEAT I 5
b) the ability to ensure the ongoing confidentiality, integrity, availability and

resilience of systems and services Processing the Personal Data;
REAA DR AL IS N B 1) RGEANIRSS I RR S DR Ve L e e, AT PRI R R 7

C) the ability to restore the availability and access to the Personal Data in a timely
manner in the event of a physical or technical incident; and
TER VBB AR F IS, B A RS A N B (/] AU 1) s B
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d) a process for regularly testing, assessing and evaluating the effectiveness of
technical and organizational measures for ensuring the security of the
Processing.

SE SIS VRS AT BOR A U 00 A SRR, B R B A 22 1k

5.3. The Provider shall notify the Customer of any accidental or unlawful destruction, loss,
alteration, unauthorized disclosure of, or access to the Personal Data or any other
security incidents (hereinafter “Personal Data Breach”) immediately upon becoming
aware of such incidents. The notification should at least:
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a) describe the nature of the Personal Data Breach including where possible, the
categories and approximate number of Data Subjects concerned and the
categories and approximate number of Personal Data records concerned,;
IR A NHHE AP VR, EFRE R ARG OL R, R IR AT SCHE T A 1) 2 A
RMEHCE . DL KA NER SR 1 S0 R R 2

b) communicate the name and contact details of the data protection officer or
other contact point where more information can be obtained;
B ENEE R k2 AR R T 2, BT DUIRAS B 215 R IRE AN

C) describe the likely consequences of the Personal Data Breach; and
FiR AN NHHE S AT BER S R DA

d) describe the measures taken by the Provider or proposed to be taken by the
Customer to address the Personal Data Breach, including, where
appropriate, measures to mitigate its possible adverse effects.
I B 7 O 28 R A B AR U P SR PR A A N HCHE A0 ) T, B RE RS Y
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5.4. In case of a Personal Data Breach, and taking into account the nature of Processing

and the information available to the Provider, the Provider shall provide reasonable
assistance to the Customer to help the Customer comply with its obligations for (i)
notification of a Personal Data Breach to the relevant supervisory authority, as
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applicable, and (i) communication of a Personal Data Breach to the relevant Data
Subjects, as applicable and appropriate.

TERAEA NBARE SIS LR, 25 58 21 A 33 A 1 o R AL 18 i ] SR AR 1S S, AR s
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5.5. The Provider undertakes not to, without the Customer’s prior written consent disclose
or otherwise make Personal Data Processed under this DPA available to any third
party, except for Sub-Entrusted Parties engaged in accordance with this DPA, unless
otherwise required under applicable laws and regulations or pursuant to a decision
by a competent court or authority.
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5.6. The Provider shall be obliged to ensure that only such staff as directly require access
to Personal Data in order to fulfil the Provider’s obligations in accordance with this
DPA have access to such information. The Provider shall ensure such staff are bound
by a confidentiality obligation concerning this information to the same extent as the
Provider in accordance with this DPA.
PRI AT SR, A B B AN AN BEE 1 TAE N AR R A DPA JEAT LR
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5.7. The duties of confidentiality set forth in this section 5 shall survive the expiry or
termination of the DPA.
AH 5 THUE MR EE LS5 AE DPA RIS 1L J5 98 R4

5.8. Provider shall, in addition to 5.1-5.6, take the technical and organizational security
measures agreed between the Parties in Schedule A attached to this DPA to protect
the Personal Data against accidental or unlawful destruction or accidental loss,
damage, alteration, unauthorized disclosure, use or access and against all other
unlawful forms of Processing.
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AUDIT RIGHTS

BT

6.1

6.2

6.3

The Customer shall be entitled to take measures necessary to verify that the Provider
is able to comply with its obligations under this DPA, and that the Provider has in fact
undertaken the measures to ensure such compliance. The Provider undertakes to
make available to the Customer all information and all assistance reasonably
necessary to demonstrate compliance with the obligations laid down in this DPA and
allow for and contribute to audits, including on-site inspections, conducted by the
Customer or another auditor mandated by the Customer.
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The Customer shall ensure that any designee third party carrying out the audit enters
into a non-disclosure agreement and that such third party takes necessary security
measures when conducting the audit.
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If the audit shows that there are security deficiencies and such deficiencies are a result
of the Provider's noncompliance with this DPA, the Provider shall bear the costs for
the rectification of the deficiencies. If the audit shows that there are security
deficiencies and such deficiencies are a result of inadequate instructions from the
Customer, then the Provider and the Customer shall discuss the nature of the
problems the audit identifies and shall decide how to rectify them and how to
reasonably and fairly share the costs.
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LIMITATIONS OF LIABILITY
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TERM
SRR

8.1.

i 5% 4 - B BB -

The limitations of liability set out in section [12] of the General Terms and Conditions
shall apply to Provider’s liability under this DPA as if set out herein.

(CRBFARSAE) BE[A2]75 M€ K SRR )& ] T- Bt RS £ 4 DPA FRITHE, A
FEAEAR L1

Provider shall only Process Personal Data in accordance with Customer’s
Instructions. Therefore, the Provider is not liable in circumstances where the
Provider’s actions result from instructions received from Customer.

PR A Z B PR AR A NEGE . Rk, o SRR B 14T AR % [ 4R
ANHEAT T, AR AN AR E BT

This DPA shall enter into force when Cover Document is duly signed by each Party.
The provisions in this DPA shall apply during such time that the Provider Processes
the Personal Data on behalf of the Customer.

A DPA 1E & 77 IE XS B B S JE AR 4% DPA [HILE 7E 1 S i AR 2 1 AL AN A3
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MEASURES UPON COMPLETION OF PROCESSING OF PERSONAL DATA
A NH AL 5E RS B

9.1

Upon expiry of this DPA, the Provider will, at the Customer’s discretion, erase or return
all Personal Data processed under this DPA within thirty (30) days after the termination
of the Cover Document, unless continued Processing of Personal Data is required
under applicable laws and regulations.

A DPA ZUHJG, FRAEEH IVEENE B R 4k 22 ab 38N N8, 75 D)k o7 7 b A 35 1 S
F&IEJE =+ (30) RN, WRIEZE/E, MEREUFIEREEA DPA AH I FTE A
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9.2. Upon request by the Customer, the Provider shall provide a written notice of the
measures taken regarding the Personal Data upon the completion of the Processing.
RLZ B SR, SR R A — o T T A, 1 A AL B 58 RS A N HH R B
Jitt o
LAW AND DISPUTES
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BRI

10.1 The provisions on governing law and disputes in Section 18 of the General Terms and

Conditions shall apply also to this DPA.
(— 2%

BFRMSEAT) B8 18 5 ok T FE AN 4 WU HLE & HI T4 DPA.
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SCHEDULE ATO APPENDIX 4
iy > 4-Fff > A

DATA PROCESSING INSTRUCTIONS
A CELSEE RN

1 Nature and Purposes
PEFATH (1

The Provider is a software vendor providing a platform with the purpose to collect and store
research data according to a Study protocol in an auditable, secure and structured manner.
PERI R — AT LR R, $REE—AP G, BRGRMRIETIR T RO HE I, e MEE Iy
W ANAE AT 78285

2. Categories of Data Subjects

At FARSE]

The Personal Data processed will concern the following three types of Data Subjects:
LT A NEHEAH P S DU = S Ak

A Data Subjects who are participants in a Study conducted using the Software (“Study
Subjects”)
Z: 50 AR AT BEAT ORI S B R C “BRFEEAE” D

B. Software users (excluding Study Subjects using ViedocMe) in a Study conducted using
the Software ( “Software users” )
AT BT FE R R P CNEdSE A ViedocMe IURFFE 1K) C “ERM4H
F » )

C. Study staff captured in Trial Master File (“TMF”) in the Software
AR RIS C“TME” ) it R T R

3. Categories of Personal Data

A NEHE 20

The categories of Personal Data processed are, for Data Subject types A, B and C above,
respectively:
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A

Data points to be collected for the Study Subjects according to how the Study is
configured (“Study Configuration”)
R E C “BFRECE” O AL AR E s S

Activity data of the Study Subjects, when using ViedocMe, as part of the audit
collection of the Study performance
WA FARLEAE ] ViedocMe I TGS EGE, VR AR TR G180 THILEE TAE R — 7

Activity data of the Software users as part of the audit collection of the Study
performance

BRI B ER A, VR0 TS ST B AR B B —

TMF data of the Study Subjects, Software users and Study staff, such as Curriculum
Vitae, logs, reports, agreements or financial information, as determined by the
Customer

HI20 P 0 ORI ST A8 A R FE N B TMF B, tnfaibo. HE . #Rkab s
W 5515 2

Contact details of Software users as part of authentication and the audit collection of
the Study performance

BAFR P PRI R 7 20, AR A IE RIS R 0 i SR o A5 S — 43

Contact details of the Study Subjects, when using ViedocMe together with the Study
subject reminder functionality

/1] ViedocMe B 7E EARTREEINRENT, WF 7 LKA R (5 B

Video and audio streams between the Study Subjects and the Software users when
using ViedocConnect
f#i /1] ViedocConnect Itf, HF 78 144 5 8 17 18] AR SIURI ¥ AT

Processing Operations
AL HRAE

Viedoc Technologies AB

Stationsgatan 23, SE - 75340 viedoc.com
Uppsala, Sweden
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i 5% 4 - B BB -

Category A and D data for Data Subjects A, B and C is added/edited/deleted by the
Data Subjects B having permission to do so according to the Study Configuration
decided by the Customer.
Bl ik AL B AT C 9 A 2580 D 2308 (i 3RAGVF T HOHE 48 B ARYE % g BT 7L
W5 B R AT S 0/ G L/ T3

Category B and C data for Data Subjects A and B is automatically added by the
Software - this data cannot be edited but only deleted as part of a decommissioning
Software function initiated by Data Subjects B having a special permission decided by
the Customer.

Bl 4k AR B 1) B 260 C MR B H s iR - X Lo s ANmT i, A RE 8
FAR B AEIRAF 5 U HRF IR VE AT 5 A 208 H AT D e i R

Category E data for Data Subjects B is added/edited/deleted by Data Subjects B.
Kl Tk B BT/ iR/ MRS N B 1 E EHE .

Category F data for Data Subjects A is added/edited/deleted by Data Subjects B and
can also be edited and deleted by the Study Subjects themselves, as applicable and in
accordance with Study Configuration. This datais never decrypted for other purposes
than for the system to be able to send the reminders. On the European instance,
encryption and decryption keys are separated on different Sub-entrusted Parties in
different jurisdictions.

B AR AR B s AR B U/ gm B/ MR, R BT T EARARYE I AU
HATHAEANER . X IEER 7T REKIERIEE B, Aol T HAl B kT
fife s o AERRINAR GG s A e 85 25 5H 7 0l EH AN [R5 DX IR AS [R) 3 5241 07 TR

Categories A-F data is stored at primary data-center, disaster-recovery data-center
and backup archive.

A-F BB A T H im0 . RAER BB h O & A .

Categories A-F data is automatically processed as initiated by Data Subjects B,
through and within the scope of Software functions allowed by the Customer as part
of the Study Configuration - this includes but is not limited to listing, aggregating and
transforming the data in various ways.

A-F E0 B8 4k B ARG, WX IRER T SOV D e Y N AR DRI B —
i B, XEFEEART PLE RIS TR AR s .
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Uppsala, Sweden

g 9 36 5% . Stationsgatan 4718 23 5, B4 75340 15 Version/li 4%: 12, 2024-04-15

15



viedoc

Appendix 4 — Data Processing Agreement - CN
bt 4 - BE AL BN -

VII. Category G data for Data Subjects A and B is automatically processed by the Software
by live streaming during each ViedocConnect session; such data is never stored.
BE LK A B 9 G 2B th B EAE AR IR ViedocConnect 2 3 1) 3 i SZ A it [ 3 Ak
o RHEE NATEAE
5. Location of Processing Operations
AL PR HRAE A7 B
The table below sets out the country/region where each category of Processing activity takes
place depending on the Software instance selected by the Customer. The Customer will decide
upon the relevantinstance for each specific Study, and this selection will be documented in the
related work order.
R 25 iﬁ%%ﬂ‘]##ﬂ&ﬂ%% NERAI T & RIS S A I S X . B P E TR
DRI RS 4%, X — PR IL R AE A S T,
Region Europe instance | Japaninstance | Chinainstance | USinstance
X BRI IR 55 25 BN EE o [ IR 55 4% ESE)iE
Data Processing
Kl ab 3
Primary data center EU/EEA Japan China us
FHFE O BRMZGFX | A [ £
Disaster recovery data | EU/EEA Japan China us
center RRPNZDFIX | HA ] % H
SR B Pl
SMS and Email processing | EU/ EEA Japan and EU / | China uUus /7 EU /
FELAS AN FE TR 4b 3 BR /BRI F X | EEA Gi EEA
H A R B/ B S /BR B /BR
METHIX METEIX
Offline backup storage site | EU/ EEA Japan China us
B I AE i R BRE/BRNE SR X | A& Hp £
Multi-party processing EU/EEA Japan China us
EL S KRR/ AR IX | HA i FEH
ViedocConnect live data | EU/EEA EU / EEA N/A EU / EEA
stream KRR/ TR IX | BB/ RN & 5 | AiEH KK 52/ BRI 22
ViedocConnect S 45 ik X HFIX
6. Technical and Organizational Measures (TOMS)
Viedoc Technologies AB

Stationsgatan 23, SE - 75340
Uppsala, Sweden
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i 5% 4 - B BB -

The Parties have agreed on the following technical and organizational measures:
X7 E A R B R SR S i -

Control type Purpose Measures Description of the
B it B i respective solution
FRARIAR PO B IR
Admission Prevention of physical | Access control system, | All Provider data
Control access to premises and | e.g., ID reader -, Smart | processing employ
HENFEH facilities by unauthorized | card/transponder secure access
persons. locking system. processes, including
Bilb REZ N E YA | TT2ERS, #laik-R43. | Smart Card Readers
3 T A B e BRE R/ S BUE R | B s r S s B
4t R M 22 4 1 U5 o) B
FPo B R R REER
it o
Surveillance facilities - | Al Provider data
Alarm system and | processing employ
camera recording of | secure access
access. processes, including
Wi 45 it —— % 2 4. | Surveillance facilities.
BN F B AN, A B S 7 R Ak PR
# R H 2 4 W vh e 72
7, ALHE A% O
Availability of Security | Al Provider data
staff, gatekeeper. processing employ
w4 NG TR A | secure access
o processes, including
on-site security
personnel.
FT A 2 P 1 B 4k 4k 2
R M 2= 41 Ui 1) 1R
. WM e N
s
Employee identification | All  Provider data
badges/visibility of such. | processing employ
AL 5 =/ KAWL | secure access
HIARIR . processes, including
provisioning and
checking of employee
identification badges.
FT A 2 P 1 B 4k 4k 2
R M 2= 4 1 Ui ) 1R
Fr, ARG BRI & 57
THHEE.
Viedoc Technologies AB

Stationsgatan 23, SE - 75340
Uppsala, Sweden
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secure areas.
) B A U ] 22 4 X0
AR (R =T1) .

Control type Purpose Measures Description of the
Entiit E]:] Eriyi respective solution
FE NIRRT B iR

Control or monitor | All Provider data

personnel (including third | processing employ

parties) who access | secure access

processes, including
control over who
access secure areas.

Fr A AL 8 7 P 8 4b 3
e e et R LT
¥, AFE G A 2 A

XA A
Physical hardware | All  Provider data
protection (e.g. door | processing employ
locking, lockable racks | secure access
etc.). processes, including
Wy ERRE AR AR 4 (5 4] | physical hardware
B BN protection.

JIT A L T £ KAl Ak B
#oR M 22 4 1 5 ) AR
Fr, AP BAEAE R AP

Visual visitor control and
guest lists at desk officer.
& AT A4 U & 4 i 0
REZH,

All Provider data
processing employ
secure access
processes, including
established visitor
processes.

IR R INAET D € TP UL
R M 22 4 1 Vi I 2
B LR E (K U % FE
Ffo

Insight Control | Prevention of use of data

Implementation of a

The Provider leverages

TR processing equipment by | central identity | active directory as a
unauthorized persons by | management system. central identity
identification of use and | SZjfirf &4 EH RS management system.
control of authorization. R B H S AE R
T T A AN R A, RN EERS .

7 1E R 2 3 AL N AE £ 9E | Implementation  of an | Two factors of
A ER £ enhanced user | authentication are
identification process | required to access the
(e.g. hardware token, | Provider internal
biometric, etc.). network - valid
SEiE R G PR AR | username/password
Chffi 4B AE03R A | combination and valid
%) . device certificate.
U 1] (i R T P 5 4% 7
BEOF A —— 4 2
Viedoc Technologies AB
Stationsgatan 23, SE - 75340 viedoc.com
Uppsala, Sweden
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Control type Purpose Measures Description of the
Entiit E]:] Eriyi respective solution
FE NIRRT B iR
J 24 L ERSAE E A R
WAAIE .
Password procedures | The Provider employs a
including frequency of | strong password policy
their modification (e.g. | including password
length and complexity of | strength, complexity,
password requirements, | and aging
etc.). requirements
BFAGREF, WARHAB DI | SR R ™A B A
2ol HEPAEM | BUR, ORI .
SRR 5208 1 RN B R A L
Automatic blocking or | The Provider locks user
timeout of workstation | IDs after five
and/or User ID after | unsuccessful logon
incorrect access | attempts.
attempts. FRBRARL, HEN
RV 25, B | ABUEHID.
2y BH W7 = 45 A ik A/
B ID,
Access Supplement to insight | Differentiated access | The Provider employs,
Control control;  prevention of | rights (profiles, roles, | ‘least privilege’ for
B i)l access of unauthorized | transactions and objects) | access to systems and
persons to data to which | to data and programs. data and elevated
they do not have access | % RAMEIEFFE)F 1A | access  rights  are
authorization. BCCOUE. faf. X5 | provided via a
SRS EIRIA S Bk | JRD . secondary account.
SRR NV el A AT 1A i NP IR & ]
I R ) 2508 Y 1R K 1 B ANRE AL
I TR PR A
ST TR -
Identification of | Unique user accounts
accessing persons (e.g. | are enforced and
no multi-user-accounts). | shared accounts are
WRIVE RN (Bilan, ¥ | not permitted.
HEZRPKD . SRR 1) A5 P M — £ P DK
F ALK
Provide an enhanced | Two factors of
user authentication | authentication are
process for remote | required to access the
system access from the | Provider internal
Internet (e.g. 2-factor | network -—  valid
auth. using hardware | username/password
token, etc.). combination and valid
device certificate.
Viedoc Technologies AB
Stationsgatan 23, SE - 75340 viedoc.com
Uppsala, Sweden
1535 7 Stationsgatan #7iE 23 5, M4 75340 19 Version/ffi4s: 12, 2024-04-15
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Control type Purpose Measures Description of the
Entiit E]:] Eriyi respective solution
FE NIRRT B iR
ok B IR R RS | U ) AR R P 2% R
Uy i R AL SR A FOAE | R NMAER R ——F
FERe (i, fERIBEE 4 | 2h F P 4 B RS 44
FEI2FAUIFESE) . AR AET .
Implement a concept for | Security event data
monitoring of information | sent to a centralized
security and data | logging system for
protection. analysis and reporting.
KA IE B 2 e s | 2R R s &
PRI HIRE 2 o H E R G REAT
ST AR
Automatic log-off in case | Password-protected
of inactivity after defined | screen saver enabled
time periods. after 15 minutes of
—ERT[AIAIEER G, H3) | inactivity.
B GRS 5, A H
G DR A 1) B R R AR
Ffe
Access to backup data | Access to network
and media is restricted. backups restricted to
H ARG B Vi F 52 | authorized  personnel
FIFR only.
X 0 2% 247 R U 0 A3 BR
TR
Transfer Transfer of personal data | Sending of email to | Opportunistic TLS
Control and confidential business | external recipients only in | enabled to email
(&3 el information via secure | encrypted form (PGP, | gateway.
communication channels TLS, etc.). R IR A4 Y o R L2
Wi AE A RE AN | XN B (PGP, | HEINETLS.
HE AR LS . TLSEE) [i Ah Ao N K
KT
Use of digital signatures. | Digital signhatures
B4, employed.
KT,
Careful and regulated | USB-write restrictions
handling of portable | in-place inthe Provider.
storage media such as | Only authorized users
USB sticks, external hard | may write to portable
drives, SD memory cards | devices and  only
(e.g. encryption, storage | approved portable
in locked cabinets, etc.). devices (e.0. one
AR YE A # UL . | containing encryption)
HMEREAL. SDAEiERE(E | may be used.
XA BT (B, | B RRE IR USB S N IR
SR, HALRI
Viedoc Technologies AB
Stationsgatan 23, SE - 75340 viedoc.com
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Control type Purpose Measures Description of the
Entiit E]:] Eriyi respective solution
FE NIRRT B iR
. ESNE TR | I AT BLE A
&) W, HHARMEHEZ
e 45 B ()
W, AN R R
%) .
Industry standard | The Provider required
encryption of personal | industry-standard
and confidential data | encryption to be in
when transferred | place to protect all data
through the internet (e.g. | exchanges over an
SFTP, https, VPN). unsecure network.
FE I FL IO A S N | R SRR AT Ak AR
TR, RAATALAR | ISR, By L7E
AEfNE 7 CGINSFTP, | R 4 4 b BEAT (1
https. VPN) . T H A S 4 o
Ensuring the | Records must be kept
establishment of an audit | of data exchanges with
trail to document the | third-parties.
transfer of personal | AR 55 =77 %
and/or confidential data. | #E il
i OR SLH THERER , R
A N B 5 H i 1 A%
o
Input Control Traceability of new entries, | Ensuring the | The Provider
BNFE ] modifications or deletions | establishment of an audit | application has
of personal data and | trailtodocumentwhether | immutable audit-trail
confidential information | and by whom personal | implemented
(Audit Trail) data have been entered | according to industry
AN NBHE AN S E¥H | into, modified in, or | standard.
A MBS BE (F I8 | removed from personal | At BN AR5 BA
B o data processing systems | & 47 Mk A7 52t 1Y <
(entry control). ANE] AR R TR
Mol iR e, 105t | The Provider security
AN NHE S N . & | events are logged and
B E M N E G AL BE R 48 | monitored using a SIEM
R, LA R SERL | system.
CRINAZERD i FI SIEM 2 2 4 {3t 137 7
1 22 4z F AR AT A0 AN
g
Protect log files against | Log files sent to
unauthorized use and | centralized log
modification. collection server for
Ry HESCHE, Pilk£% | analysis and storage.
BB A E 2 Access to centralized
log collection server
Viedoc Technologies AB
Stationsgatan 23, SE - 75340 viedoc.com
Uppsala, Sweden
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Control type
KR

Purpose

H

Measures

it

Description of the

respective solution

HEDLAE R TT A IR

restricted to authorized
personnel only.

H &b Rk =gl
I B 3 UEE AR 5% e
1T M fAE G . AR
BN 7 U5 1] A6 i H

HUEEAR S %5
Implementation of a | The Provider has
workflow to process | established change
sensitive data. control and separation
K AL PR ARURBOE 0 T1E | of duties processes in-

place to protect
sensitive data from
unauthorized changes.
BN CA @ T AE
FEHI IR 5T 7> AR
TRAP B, By ok

LRI E L
Order Control | Securing of transparency | Existence of formalized | Global information
T g of actions of external | working security ~ awareness
contractors instructions/procedures | program deployed in
TR AN & AL R (147 iZ W] | and appropriate training | the Provider and is
s of employees and | mandatory for all
contractors. employees and
5 T AR B IRZ IERRM | contractors.
TARFR AR/ RE P A B IE 2 | L 52 i 4 Bk A B ¢
Bl RRGRTER, XRTHE
TR R I B
o
Employees and | Employees/contractors
contractors signed a | must sign appropriate
written declaration to | confidentiality
maintain confidentiality in | agreements before
accordance with the data | granted access to the
protection law. Provider network/ data
RLFIRMREEE T —14 | assets.
o s Y, AR B CR A | E SR I R
FIATRE RSB 22, BT
VSN A EsE e
R il
Availability Prevention of loss of | Existence of tested and | Provider employs a
Control personal data and other | documented back-up | network backup
A P confidential information as | and recovery concept. strategy of nightly,
well as the possibility for a | B &£ MAAHEF K% | weekly, and monthly
reconstruction of data in | A FIIRE S . backups. Recovery
Viedoc Technologies AB
Stationsgatan 23, SE - 75340 viedoc.com
Uppsala, Sweden
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Control type
KR

Purpose

H

Measures

it

Description of the

respective solution

HEDLAE R TT A IR

case of loss with
reasonable technical and
organizational effort

By 1EAS N ZHh A AR DR 545
BER, PRAEZREHT
T8 3 A R R R AN AH 2R i
P H R AT REE

efforts tested on a
regular basis.

BERI R A &
HIEE H 25 10 1 ) 2% 2% 1)
HEWE o 2 BB B A
Jite o

Provide uninterruptible
power supply (UPS).
£/ N T T SR
(UPS) .

The Provider data
centers contain robust
power and HVAC
controls included
UPSes.

PR R 0RO o B
5% K 11 L YR HVAC 3%
i, AIEZAUPS

Provide Air conditioning
in server rooms.

TR S5 2L SR 2 i

The Provider data
centers contain robust
power and HVAC
controls including
computer room air
conditioning units
(CRAC).

PR R RO o B
58 K I FL YR R HVAC #5
i, AIE LS T A
(CRAC) .

Server rooms protected
against fire, water and
other physical damage.
MRS EE ML BT 1k k. K
FANH A FRAIR o

The Provider data
centers contain robust
power and HVAC
controls including
protections from fire,
water, and other
physical damage.

AR € T R S
38 K 1Y HL YR AT HVAC %
i, BIEPTIE KR, K
KA AR ERHUIR

Other measures.
HAph .

The Provider backs up
data every 5 minutes
using a geo-redundant
backup solution.

Ak R I S b A4 AR
W%, Hhokh&n
— R .

The Provider backups
are transferred to a

Viedoc Technologies AB
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Control type Purpose Measures Description of the
Entiit E]:] Eriyi respective solution
FE LA R TT ¥ R R

third location every 24
hours.

RN 0 26 A BE 24 /8 B
R R =

The Provider performs
restoration tests every

24 hours.

L N 7 45 24 /NI AT —

PARE M
Principle of | Securing of exclusive use of | Logical tenant separation | The Provider employs
adherence to | personal data for the | (software-based). both logical and
intended purpose for which it has | il " B 5y & (£ T K | physical data
purpose  of | originally been collected, | ) - segregation solutions.
data separation of data b R T SR FH 32 0 A B
processing collected for different TN
£ & B & 4 F | purposes Separation of production | The Provider employs
KW E MR | s AEdE S BT 5Pk | and test system. DEV, TEST, UAT, and
m EMEN, ARRBEMRSE | A RS0 PROD environments.

L e IHEVE /T HE 7 p5 K A DEV. TEST

+ UATHIPRODf 1% .
Roles and authorizations | Access to systems and
concept: administrator, | data based on job role

reviser, user, etc. and need. Minimum
RS & | amount  of access
oL BITE. AP, needed to complete
task is provided.
MR 48 T AF f 0 70 75 205
i) 2R G EE . $R A S
BRAT: 55 Ji i ) S (R H0
FRIALRR -
Securing data | Measures for ensuring | The Provider
minimisation, data quality | data minimisation. application  supports
and secure and relevant | FfREHE /ML TS . and promotes
data retention and erasure structured data
o AR B0 & /N Bl TR collection according to
HE 22 A AU OC ) HoE Or BR a study protocol.
HIHIBR o Bt 1 R FR e AR 5 T
T IT 5 IR BE S5
PRI B Wk
Measures for ensuring | The Provider
data quality. application  supports
i OREH o (R 4 e and promotes both

manual and automated
data quality review.

Viedoc Technologies AB
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Control type Purpose Measures Description of the
Entiit E]:] Eriyi respective solution
FE LA R TT ¥ R R
PR 1 R BRSO
Pk N T E 34k 1) 3
P A
Measures for ensuring | The Provider
limited data retention. application has self-
fifi & A7 BR %5 4 £/ B8 1) #5 | service data-
i decommissioning
features.
DA PR S 3 E
BRI RE -
Measures for ensuring
accountability.
TR i) DT A5 i
Measures for allowing | The Provider
data portability and | application supports full
ensuring erasure. data download in
eV EHE AT 4 A A R IH | industry standard
[FRER format (CDISC ODM) as
well as generic formats
(Excel, CSV, PDF).
Pk S 7 R 2 SRR BA
7l br S 0 (CDISC
ODM) DA Jid H #% =X
(Excel. CSV. PDF)
AR
The Provider
application has self-
service user removal
features.
B MR BRA A
Bl R DI RE
Other Securing personal | Encryption of data in | The Provider employs
Technical and | information in general and | transit (i.e. transport | industry standard
Organizational | during transfer to third | encryption) using TLS 1.2 | transfer mechanism of
Measures party country without an | and AES 256-bit. encrypted data for all
H At R M4 | adequacy decision outside | f# FHTLS 1.2FIAES 25647 | transfers of personally
LR of the EU Sof A% b B B s 34T % | identifiable information.
FE—MEBL N, CRERA | AMfEHnE) . AN SR AT Mk AR HE
T3k HE F A L 7] BR _ s Bl AL L,
LLAMI 2 = 07 [ K A4 gy | ENCTYPUon Of ARt atrest |y g pgry sy A g 4y
using 256-bit AES keys (1 B
(CBC mode, PKCS5
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Control type
KR

Purpose

H

Measures

it

Description of the

respective solution

HEDLAE R TT A IR

R, WO NS B %
4.

padding, and random
initialization vector).

f§i/ 256 {7 AES %4H
(CBC #3{. PKCS5 &
FERBENLGILEIL D X
A EAR T N

Secure implementation
of encryption, using
tenant key management
per platform with regular
rotation.

WiRIEINE, B

A P B, 2
Lite

Role-based restriction of
access to personally
identifiable information in
relevant systems.

T R 1 Uy R AH G R
b AR BN N B

=3

Hitho

Measures of
pseudonymization of Study
Subjects.
B NI SRR )

The Customer
pseudonymizes the Study
Subjects using subject
identification codes as
customary in clinical
trials.

% P 4k IR R A 3 B9 1R
i, AR AIE
X B e AR AT R A4 AL A
.

Measures for ensuring
ongoing confidentiality,
integrity, availability and
resilience of processing
systems and services.

B DR AL BE 2 GEAIR 55 (1 K7 5
TREEME. SR, AT HIMEAD
IR IR It .

The Provider has an
Information Security
Management System
implemented which is
certified according to ISO

27001
PN EL SRR B2 A
HASE, JFimdISO 27001
AIE.
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Control type Purpose Measures Description of the
Entiit E]:] Eriyi respective solution
FE NIRRT B iR
Processes for regularly | The Provider have | The  Provider has
testing, assessing and | implemented series of | monthly access
evaluating the | reviews, scans, | reviews implemented.
effectiveness of technical | evaluations to ensure | {3 # 45 H SZ it 17 7] &
and organisational | this. .
measures in order to | N T — &% | The Provider performs
ensure the security of the | FI®H & M PEAL, # | monthly security
processing. TRz etk vulnerability scans.
SE WIS VR RO H R AR 7 B H HEAT %2 42N
A 23555 T B A R A2 IEESELE
¥, HRAER ) 2 A The Provider performs

monthly encryption-in-
transit vulnerability
evaluations.
PN A H BEAT A% B
I R VA

The  Provider has
implemented  annual
penetration tests by a

third party.
CANAERSZES b ]
BEATIEE N -

The  Provider has
implemented quarterly
management  review

meetings.
CANAGRSES EEPIN=SEt
HAERW
Measures for ensuring | The Provider hardens | Policies and SOPs
system configuration, | and validates all system | describing relevant
including default | configurations. processes.
configuration. LR TR I AN SR BT &R | IR A ST AR I BOR AN
WIRRGRE NG, B | SiE. oW B OE R OF
BOABCE . (SOP) -
Measures for internal IT | The Provider have | The Provider employs
and IT security governance | implemented technical | strict separation
and management. and organizational | between development
WS R 2 fEE%aih | firewalls between | and production
PN PR it Development and IT | operations
Operations. departments, with

BER B AT K AITiE | documented

B2 KM T H AR | handovers.

EEADS B HE R P 7R T R A = 18
B2 AR BT ™A%
o, JReRA .
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Control type Purpose Measures Description of the
Entiit E]:] Eriyi respective solution
FE NIRRT B iR
Measures for | Provider has a Quality | Within the QMS, the
certification/assurance of | and Management | Provider have
processes and products. System (*QMS”) | implemented change
TR A E/ SR IESS | implemented. management
Jiti o HERIF O SR B HAR | procedures.
# (QMS) . e EE AR R, i
LR E & St T AR B
BV
Each Provider

application updated is
reviewed by QA
department.

148 132 6 2 AR £ 5 —
R BT T B R P
[ IHEAT 8 2

Risk  Assessment is
performed regularly
including identification
of gaps and mitigations.
JE WIHEAT KU TR A,
15 0 € 2 BE ORI 22 e
Jit o

Process for having
available  up-to-date

policies and
operational
procedures.

AR FAT ) SRR BUR
MERAERE P T Ab 2
Internal training of all
employees, at
onboarding and

regular refreshers.
AR G L AT NERF
AR I AR
Continuous internal
quality reviews and
internal audits.

Re L 1) N 8 R A

M E .
Due diligence in vendor
selection.
T A S T B () ER I
7.
Viedoc Technologies AB
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i 5% 4 - B BB -

SCHEDULE B TO APPENDIX 4
b =% 4-ff =% B

VIEDOC RECORDS OF PROCESSING ACTIVITIES AND SUB-ENTRUSTED PARTY
LIST
Viedoc &b VESic sk A 230 5 TG R

Viedoc Viedoc Data Function(s) / ISO Supplementa | Data Retentio Contact
instanc locatio categories of 2700 | categories | n period information
e n processing 1 measures BAE51 REHE | BERERS
Viedoc BIEAL performed #h e it
MR 523 B EAT SRR/ Ak
AT
VIEDOC ALL ALL VIEDOC YES AS PER AS PER PER dpo@viedoc.como
TECHNOLOGIE | &% £ RESPONSIBL | & SCHEDULE A | SCHEDUL | BELOW r
S E FOR ALL SRHFE A EA WMTHi= | ciso@viedoc.com
SUB- 2R A dpo@viedoc.com
ENTRUSTED 17
PARTY ciso@viedoc.com
FUNCTIONS
LISTED
BELOW
VIEDOC i3
TIIRAEHZ
FEITIREE
Sub- Viedoc Data Function(s) / 1ISO Supplementa | Data Retention Contact
entrusted instanc location categories of | 2700 | categories period information
Party e BAEALE processing 1 measures AR PR HAR BERAELE
b2 vl Viedoc performed FARIEHE
R%a% EAT SRR/ Ak
pit Sl
Microsoft China China Infrastructure | Yes Encryption at All Managed Link, 21ViaNet,
Azure h o & services & rest, e by Viedoc 12-13F,
China FEA B it Encryption in 1 Viedoc Building 6,
operated transit, 2FA (=i No.6,
by 21Vianet Fr RS Jiuxiangiao
Microsoft N Road, Beijing
Azure H1E . 2FA Electronics
hR, mitka Zone,
HiEE Chaoyang
District,
Beijing, P.R.
China, 100015
Bz, HEAL
I T AR X LT
WBAL I 6
5 6 Stk 12-13
L G, R
%% 100015
AliYun China China Storage of Yes Encryption at All Backup Link
R = i o ] encrypted & rest, AR storage: B
backups Encryption in Managed
without transit, 2FA by Viedoc,
Viedoc Technologies AB
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g 9 36 5% . Stationsgatan 4718 23 5, B4 75340 29 Version/li 4%: 12, 2024-04-15

29


mailto:dpo@viedoc.com
mailto:ciso@viedoc.com
mailto:dpo@viedoc.com
mailto:dpo@viedoc.com
mailto:ciso@viedoc.com
mailto:clic@oe.21vianet.com
mailto:clic@oe.21vianet.com
mailto:clic@oe.21vianet.com
https://cn.aliyun.com/contact

viedoc

Appendix 4 — Data Processing Agreement - CN

i 5% 4 - B BB -

Sub- Viedoc Data Function(s) / 1ISO Supplementa | Data Retention Contact
entrusted instanc location categories of | 2700 | categories period information
Party e BB processing 1 measures AR FREFHARR BRER
B2H Viedoc performed e
fR%#% CAT SRR/ Ak
HK7)
decryption Fr b RAEm Email &
keys, AN SMS: 30
Email & . 2FA days
SMS delivery A Ak
TEAE N 2% i Viedoc
By, ToTE R HH, BT
EH, HS A2 1
FLF fg: 30 K
[AEY85S
Amazon China China Storage of Yes Encryption at All Managed Link, Ningxia
Web i i encrypted = rest, e by Viedoc Western Cloud
Services backups Encryption in tH Viedoc Data
(AWS) without transit, 2FA gt Technology
operated decryption FrRaAs Co, Ltd,,
by NWCD keys & AREm Room 201,
KIS = 172 % . 2FA Building A,
% By, ToE R Zhongguancu
(AWS) A n Park,
, HTERE Zhongwei
£ Campus of
ENWCD) Ningxia
izE University,
Shapotou
District,
Zhongwei City,
P.R. China,
755000
B, HhEH
BTk X T
HoR % PREIX
TORATIE A PR
201 TE A
PR R A
), g
755000
Microsoft Europe EU (France) Infrastructure | Yes Encryption at All Managed Link, Microsoft
Azure R W GEED services = rest, Eogtd by Viedoc EU Data
Global St it Encryption in i Viedoc Protection
transit, 2FA (=gt Officer, One
A oREs Microsoft
N Place, South
@, 2FA County
Business Park,
Leopardstown
, Dublin 18, D18
P521, Ireland
iR, BIR=
HAE
Leopardstown
18, D18 P521,
CaRTENIAT R
W% —
T, R ER
B R B
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i 5% 4 - B BB -

Sub- Viedoc Data Function(s) / 1ISO Supplementa | Data Retention Contact
entrusted instanc location categories of | 2700 | categories period information
Party e BB processing 1 measures AR FREFHARR BRER
B2H Viedoc performed e
MR ERAT T RE/ &b
H2K7)
OVH Cloud | Europe EU (France) Privacy data Yes Encryption in Email No storage Link, OVH
e W GEED split- & transit, 2FA address, RA7ik SAS, Data
processing (i3 b phone Protection
Ko FAZ s 35 7 2FA number & Officer, 2 rue
A3 message Kellermann,
content 59100 Roubaix,
AL A4 b France
k. RS ik, %E
L FIE BN Roubaix, 2
Eal rue
Kellermann
CHS &
59100) , OVH
SAS HHE R
H
Amazon Europe EU Storage of Yes Encryption at All Backup Link, Amazon
Web KR (Luxembourg | encrypted = rest, oy storage: Web Services
Services , Ireland) backups Encryption in Managed EMEA SARL,
W 5 7R without transit, 2FA by Viedoc, 38 avenue
B RIRZ) decryption Fr RS M Email & JohnF.
keys, L AEER N SMS: 35 Kennedy, L-
Email & SMS #. 2FA days, 1855
delivery, g Luxembourg
Video/audio i Viedoc i, FARE
stream L, BT JohnF.
TEfE N % S A4 0 Kennedy K%
W, K F: 35 K: 38 %5, L-
Y, HFHR 1855, V. Lhifh
PERVREL(E R Video/audi I} 2% IR 4% Bk
1L W E AR o stream N
i meta-data: YA BRA =]
No storage
WA & S
T A
1Eik
MailJet Europe EU (France, Email & Yes Encryption in Email 6 days Link, MailJet,
R Germany, SMS delivery £ transit address, 6 K 37B Rue Du
Belgium) FE - R4 A fE 4 phone Sentier, Paris,
(7S ErIEEN fF R number & lle-de-France,
. A message 75002, France
Ly D) content B, VR E %
P R4 b VB ER,
HE. HAES 37B Rue Du
T FIE BN Sentier CHE %
= 75002 )
MailJet
Elastic Europe EU (France) Email & No Encryption in Email 35 days Link, Elastic
Email R W8 (D SMS delivery 5 transit, 2FA address, 35 K Email, Attn:
B S L FERT I | phone Privacy
{5 RI%E 2FA number & Officer, Unit
message 107, 1208
contents Wharf Street,
BT 1R A 3 Victoria, BC
. RS V8W 3B9,
iF{E B A Canada
=
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i 5% 4 - B BB -

Sub-
entrusted
Party
BT

Viedoc
instanc
e
Viedoc
MR

Data
location

b€ A=

Function(s) /
categories of
processing
performed
CAT SRR/ Ak
]|

ISO
2700
1

Supplementa
|
measures

A TRt

Data
categories

b e

Retention
period

TREM

Contact
information

BRARES

BEgE, INEK
i NI
Sk 1208 5
107 #.J6, BC
V8W 3B9,
Elastic Email,
WA N RS
=1

SMS
Teknik

Europe
RRHH

EU (Sweden)
KRB CH )

SMS delivery
i fE Kk

Encryption in
transit, 2FA
ek o
2FA

Phone
number &
message
contents
1% 5 A Al
FERNE

90 days
90 K

Link, SMS
Teknik,
Uddarne
Industrivag 6,
45535
Munkedal,
Sweden
HERE, TS
SO IR T
Uddarne
Industrivag 6
CHI 2
45535) ,
SMS Teknik

WhereBy

Europe
[l

EU
(Luxembourg
, Ireland)
B (5 7R
B OBIRL)

Video/audio
stream/Ul
A S
/Ul

Encryption in
transit, 2FA
Fetgi o |
2FA

Video/audi
o stream
meta-data
WA & B
Vi€

No storage

FAEE

Link, Whereby
AS, Gate 1 no.
107, 6700
Malay,
Norway
B, B
AT 107 5 1
517 (B
6700) ,
Whereby AS

Microsoft
Azure
Global

Japan

HA

Japan

HA

Infrastructure
services
FEAth 15 it

fn o
7]

Encryption at
rest,
Encryption in
transit, 2FA
FrIRZS n
N2
%, 2FA

All

24

Managed
by Viedoc
fH Viedoc
(=g

Link, Microsoft
EU Data
Protection
Officer, One
Microsoft
Place, South
County
Business Park,
Leopardstown
, Dublin 18, D18
P521, Ireland
BigE, BRZ
LIRS
Leopardstown
18, D18 P521,
ELIENATE
W —

Ty R
HR R E

Amazon
Web
Services

Japan

HA

Japan, EU
(Luxembourg
, Ireland)

Storage of
encrypted
backups
without

Yes

Encryption at
rest,
Encryption in
transit, 2FA

All
oy

Backup
storage:
Managed
by Viedoc,
Email &

Link, Amazon
Web Services
EMEA SARL,
38 avenue
John F.
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Uppsala, Sweden

Fri i 1% 54 5 Stationsgatan fi# 23 5,
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i 5% 4 - B BB -

Sub- Viedoc Data Function(s) / 1ISO Supplementa | Data Retention Contact
entrusted instanc location categories of | 2700 | categories period information
Party e BB processing 1 measures AR FREFHARR BRER
B2H Viedoc performed e
fR%#% CHAT SRR/ b
HK7)
HAx, K decryption FrREA SMS: 35 Kennedy, L-
Gk Z | keys, N2 b days, 1855
IRED Privacy data . 2FA KAy FEA « Luxembourg
split- i Viedoc BidE, ARG
processing, B, JohnF.
Email & SMS HIgESIE ) Kennedy K #i
delivery, fé: 35 Ks 385, L-
video/audio 1855, V. Ly
streams Video/audi ) 4% Il 25 I
RN & o stream VNI P Y2
B, TEm meta-data: PERA R
B, BRAAEL No storage
PEyr o ab 2, WA & B
B S A R JCHHE: A
fERi%, s/ 1A%
HR
HENNGE Japan Japan Email delivery | Yes Encryption in Email 40 days Link, HENNGE
H A HA At % = transit, 2FA address & 40 K R4t A
AEHT NG message 5 R R H Y
2FA content %8 C, T150-
FL T HR A 3 0036, 5T Al
HAME R A HIX &0
= 16 % 28 &5
Daiwa ¥4 A
77
FRA X
HH] 16-28 K
FRAT
CH 4% 150-
0036) , fH¥E
HRAF, A
NHHf A
A
Elastic Japan EU (France) Email & No Encryption in Email 35 days Link, Elastic
Email HA W GEED SMS delivery B transit, 2FA address, 35 K Email, Attn:
B S L FE I | phone Privacy
{5 Ri% 2FA number & Officer, Unit
message 107, 1208
contents Wharf Street,
FEL T 1B A 3 Victoria, BC
b RS V8W 3B9,
T AIE 2N Canada
£ HEEE, INER
22 ) 117 B
k4 1208 5
107 #.58, BC
V8W 3B9,
Elastic Email,
kN BEA
"
SMS Japan EU (Sweden) SMS delivery No Encryption in Phone 90 days Link, SMS
Teknik HA Wi (g gD FAE K% S transit, 2FA number & 90 Kk Teknik,
FE4 RN message Uddarne
2FA contents Industrivag 6,
45535
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i 5% 4 - B BB -

Sub- Viedoc Data Function(s) / 1ISO Supplementa | Data Retention Contact
entrusted instanc location categories of | 2700 | categories period information
Party e BB processing 1 measures AR FREFHARR BRER
B2H Viedoc performed e
fR%#% CHAT SRR/ b
HK7)
1% S g Al Munkedal,
FRAZE Sweden
HERE, TS
TOIE IR T
Uddarne
Industrivag 6
CHR
45535) ,
SMS Teknik
WhereBy Japan EU Video/audio No Encryption in Video/audi No storage Link, Whereby
HA (Luxembourg | streamand Ul | & transit, 2FA o streams N AS, Gate 1 no.
, Ireland) L & SR fEg T mE | WA & S 107, 6700
W 5 7R /Ul 2FA Malgy,
B, FIR= Norway
B, WEY
AT 107 51
17 (g
6700) ,
Whereby AS
Microsoft us US (lowa, Infrastructure Yes Encryption at All Managed by | Link, Microsoft
Azure B Virginia) P rest, et Viedoc EU Data
Global EE (EZmite | services, SMS Encryption in i Viedoc Protection
My BRI | R, transit, 2FA B Officer, One
D G # LR A n Microsoft
&, fEfm Place, South
@, 2FA County
Business Park,
Leopardstown,
Dublin 18, D18
P521, Ireland
HAIAR
Leopardstown
18, D18 P521,
ELITENATE
W —
T, R ER
R R E
Amazon us UsS (Virginia) Storage of Yes Encryption at All Backup Link, Amazon
Web £ FEE (pER encrypted = rest, A storage: Web Services
Services RIZAID) backups Encryption in Managed by | EMEA SARL,
without transit, 2FA Viedoc, 38 avenue
decryption Fr RS m Email & JohnF.
keys, & fEm SMS: 35 Kennedy, L-
Email & SMS %, 2FA days, 1855
delivery, B A Luxembourg
Video/audio i Viedoc i, PR
stream HH; BT JohnF.
AP N % WS A4 0 Kennedy K#7
By, TR f&: 35 K; 38 5, L-
W, BT 1855, V. Lhifh
PR AR R Video/audio | %% i 45 ¥k
B, WU/ AT stream WL pARAAE
M meta-data: WA PRA F
No storage
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i 5% 4 - B BB -

Sub- Viedoc Data Function(s) / 1ISO Supplementa | Data Retention Contact
entrusted instanc location categories of | 2700 | categories period information
Party e BB processing 1 measures AR FREFHARR BRER
B2H Viedoc performed e
fR%#% ERAT T RE/ &b
HK7)
WA & S
JCHHE: A
1A
MailJet us EU (France, Email & Yes Encryption in Email 6 days Link, MailJet,
% Germany, SMS delivery = transit address, 6K 37B Rue Du
Belgium) B S A R fE 4 n phone Sentier, Paris,
¢ NEFNEN fERI% number & lle-de-France,
fEE. R message 75002, France
i content B, VRE
A A4 b =P e,
k. RS 37B Rue Du
HHEEN Sentier (#R%
s 75002) ,
MailJet
Elastic us EU (France) Email & No Encryption in Email 35 days Link, Elastic
Email | BB GEED SMS delivery & transit, 2FA address, 35 K Email, Attn:
R S FERT N | phone Privacy Officer,
[EY 8¢S 2FA number & Unit 107, 1208
message Wharf Street,
contents Victoria, BC
FL T R A 3 V8W 3B9,
ik RS Canada
A5 Py A ESN
" 2 A
34 1208 =
107 .6, BC
V8w 3B9,
Elastic Email,
Wtk N BaFL
=1
SMS us EU (Sweden) SMS delivery No Encryptionin Phone 90 days Link, SMS
Teknik eS| € TD) HAERI%E ES transit, 2FA number & 90 K Teknik,
A4 I message Uddarne
2FA contents Industrivag 6,
1% S AL A 45535
EEAE Munkedal,
Sweden
HERE, LS
FLIE IR T
Uddarne
Industrivag 6
CHIE 2
45535) ,
SMS Teknik
WhereBy us EU Video/audio No Encryption in Video/audio No storage Link, Whereby
EJE| (Luxembourg, | stream/Ul 5 transit, 2FA stream A7 At AS, Gate 1 no.
Ireland) U Va=E Hii FeS RN | meta-data 107, 6700
W O 7 /Ul 2FA WAL/ & B Malgy,
B, FIR=) TCHHR Norway
B, TR
AT 107 5 1
517 (R
6700) ,
Whereby AS
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